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Summary. Google’s Ads Data Infrastructure systems run the multi-
billion dollar ads business at Google. High availability and strong con-
sistency are critical for these systems. While most distributed systems
handle machine-level failures well, handling datacenter-level failures is
less common. In our experience, handling datacenter-level failures is crit-
ical for running true high availability systems. Most of our systems (e.g.
Photon, F1, Mesa) now support multi-homing as a fundamental design
property. Multi-homed systems run live in multiple datacenters all the
time, adaptively moving load between datacenters, with the ability to
handle outages of any scale completely transparently.

This paper focuses primarily on stream processing systems, and describes
our general approaches for building high availability multi-homed sys-
tems, discusses common challenges and solutions, and shares what we
have learned in building and running these large-scale systems for over
ten years.
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1 Introduction

Google’s Ads platform serves billions of advertisements every day to users around
the globe, and generates a large volume of data capturing various user interac-
tions, e.g., seeing an Ad, clicking on an Ad, etc. The Ads Data Infrastructure
team is responsible for processing and managing all this data in near real-time,
and delivering critical reports and insights to Google’s Ad users and clients. This
includes generating rich reports for our advertisers on how their Ad campaigns
are performing, managing budget in the live serving system, etc. Reliable and
timely delivery of this data is critical for Google and its partners, and for sup-
porting Google’s multi-billion dollar Ads Business. Consistency is also a strong
requirement since the advertising data determines revenue and billing, and be-
cause inconsistent data is very confusing and hard to deal with, both for end
users and for developers. In this paper we explore what it takes to build such
mission-critical systems while ensuring consistency and providing high availabil-
ity, particularly in the context of real-time streaming systems.

Over several years and multiple generations, our strategies for high availabil-
ity have evolved considerably. Our first generation systems focused primarily on
handling machine-level failures automatically. Although datacenter failures are
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rare, they do happen, and can be very disruptive, and are especially difficult to
recover from when data consistency is lost. Our next generation systems were
designed to support datacenter failovers and recover state cleanly after failover.
Furthermore, we implemented automated failure detection and failover, which
reduced operational complexity and risk. Failover-based approaches, however,
do not truly achieve high availability, and can have excessive cost due to the de-
ployment of standby resources. Our current approach is to build natively multi-
homed systems. Such systems run hot in multiple datacenters all the time, and
adaptively move load between datacenters, with the ability to handle outages
of any scale completely transparently. Additionally, planned datacenter outages
and maintenance events are completely transparent, causing minimal disrup-
tion to the operational systems. In the past, such events required labor-intensive
efforts to move operational systems from one datacenter to another.

We’ve recently published details of several of these large-scale systems (e.g.
F1 [26], Mesa [21], and Photon [3]), all of which require large global state that
needs to be replicated across multiple datacenters in real-time. F1 [26] is a dis-
tributed relational database system that combines high availability and the scal-
ability of NoSQL systems like Bigtable [12], and the consistency and usability
of traditional SQL databases. Photon [3] is a geographically distributed data
processing pipeline for joining multiple continuously flowing streams of data
in real-time with high scalability, low latency, strong consistency (exactly-once
semantics), and high reliability. Finally, Mesa [21] is a petabyte-scale data ware-
housing system that allows real-time data ingestion and queryability, as well as
high availability, reliability, fault tolerance, and scalability for large data and
query volumes.

The rest of this paper is organized as follows. In Section 2, we state our
assumptions and model, and what we mean by availability and consistency, par-
ticularly in the context of streaming systems. Section 3 provides the background
about some of the common failure scenarios based on our experience with op-
erating these systems. In Section 4, we describe the different availability tiers,
followed by the challenges in building multi-homed systems in Section 5. Sec-
tion 6 describes some of the multi-homed systems built for Google’s Ads systems.
Section 7 discusses related work and Section 8 summarizes our conclusions.

2 Availability and Consistency for Streaming Systems

2.1 Assumptions and Context

In any of our typical streaming system, the events being processed are based on
user interactions, and logged by systems serving user traffic in many datacen-
ters around the world. A log collection service gathers these logs globally and
copies them to two or more specific logs datacenters. Each logs datacenter gets
a complete copy of the logs, with the guarantee that all events copied to any
one datacenter will (eventually) be copied to all logs datacenters. The stream
processing systems run in one or more of the logs datacenters and processes all
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events. Output from the stream processing system is usually stored into some
globally replicated system so that the output can be consumed reliably from
anywhere.

In this paper, we use datacenter to mean a cluster of machines in the same
region. As a simplification, we assume all datacenters are geographically dis-
tributed.

In these streaming systems, it is important to note that processing is often
not deterministic and not idempotent. Many streaming pipelines have complex
business logic with stateful processing, with order and timing dependencies. For
example, identifying sessions and detecting spam events both require clustering
events and are highly dependent on which events have been processed so far.

2.2 Availability for Streaming Systems

In most contexts, a system is available if it is alive and able to accept user re-
quests. In a streaming system, availability has a different meaning. It is not crit-
ical that the system actually be responsive millisecond by millisecond. Instead,
the system must stay alive over time and continue processing events. Typically,
availability will be measured based on overall delay in the streaming system.

Availability targets are often expressed as a percentage availability over time.
In a streaming system, a target could be that 99.9% of input events are fully
processed in less than three minutes after arrival, and we consider the system
available if this target is met for 99% of the time in a quarter. This system would
not be meeting its availability goal if many events are delayed more than three
minutes for long time intervals. Note that an availability target of 99% maps
to 22 hours of downtime every quarter, which is too high for mission critical
systems. Our systems often target 4 to 5 nines of availability.

2.3 Consistency for Streaming Systems

Consistency in streaming systems is analogous to consistency in databases. The
ACID properties are the fundamental consistency expectations in a database. In
a streaming system, the core consistency requirement is exactly once processing,
i.e., each input event must be processed ezxactly once. Both systems have some
additional consistency properties about visibility of outcomes. In a database, a
user that commits a transaction and then does a query should see the result
of the previous write. In a streaming system, a user observing state repeatedly
should see the state moving forward, i.e., if a state at time ¢ includes an event
e then any future state at time ¢’ > ¢ must also include event e. In both cases,
where there are multiple stored outcomes, an observer should see consistent
outcomes. For example, on any screen with multiple reports or multiple graphs,
users expect the totals to match.

It is possible to view a streaming system as a database processing micro-
transactions, one per event, with the same expectations of transactional con-
sistency that would be expected in a database. The key difference is that a
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streaming system is optimized to run these micro-transactions at extreme scale,
using techniques like batching to optimize for throughput rather than latency.

Streaming systems can be used to solve many problems, only some of which
require consistency. Many streaming systems are used to scan a stream of events
and compute some approximate summary [20, 25, 24, 16, 17], based on a tran-
sient time window, with the summary used primarily for display, or as a coarse
input signal to another system. A common example in many streaming systems
is an application that extracts user sentiment from recent tweets in the Twitter
stream. Consistency is not critical in such systems. If events are lost or inconsis-
tent at some point, it won’t matter once the output moves past that point and
shows current data.

In other cases, streaming systems are required to process each event exactly
once, and generate some exact and permanent record of the set of events ob-
served. The system may make automated decisions based on the observed stream,
which may have permanent side-effects. For example, an advertising system may
be tracking user clicks on an ad, making decisions about which events are spam,
deciding how much to charge for each click, accumulating an invoice and then
charging an advertiser’s credit card. In these cases, all decisions must be perma-
nent, and side-effects cannot be lost.

In this paper, we are considering streaming systems where consistency is
paramount.

3 Failure Models

3.1 Typical Failure Scenarios
There are many classes of failures in a distributed system:

Machines In a large datacenter, individual machine failure occurs frequently,
and can be caused by hardware or software issues. Multi-machine failures like
power failures can also happen at the rack or datacenter level, but are much
rarer.

Network connectivity Network connectivity issues also happen, within a dat-
acenter and between datacenters. In rare circumstances, network partitions can
happen that separate some datacenters completely from the rest of the wide
area network. Partial failures are more common, with effects like reduced band-
width, increased latency, unreliable connections, asymmetric connectivity, and
unexplained flakiness. These failures can be triggered by hardware issues or by
software issues, like throttling caused by network bandwidth over-subscription.

Underlying infrastructure Complex distributed systems are often built in
layers, where the user-facing system has several underlying infrastructure com-
ponents like distributed filesystems, databases, and communications services.
Building on top of existing infrastructure allows reuse and simplifies systems,
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but it also means systems are exposed to failures in underlying infrastructure.
In particular, with shared services, isolation between users can be very challeng-
ing, and if a shared system is over-subscribed, some users will see compromised
performance.

3.2 Planned vs Unplanned Failures

Failures can be either planned or unplanned. Planned outages happen when
machines, networks, datacenters, or software systems are taken offline for hard-
ware changes, kernel upgrades, reconfiguration, software releases, etc. Before a
planned outage, systems have the opportunity to gracefully shut down, drain
any in-flight work, generate checkpoints, and resume in an alternate datacenter.
Unplanned failures provide no opportunity for clean shutdown, and no general
mechanism to discover the state of a system before it failed.

3.3 Partial vs Full Failures

Complete unplanned failure of a datacenter is a rare occurrence that may happen
only once every several years. Partial failures affecting some significant fraction
of resources in a datacenter are much more common. During a partial failure, a
system may have fewer working machines, may have less bandwidth and higher
latency, and components may have reduced reliability. In general, systems will
run slower and have less capacity, and may see elevated failure rates and more
timeouts. Streaming system may not be able to keep up with the input stream,
and may fall behind.

While partial failures are more common than total failure, they are also
harder to detect, diagnose and recover from. The problem often cannot be de-
tected until after a system has already fallen behind, and then an engineer must
try to diagnose which component is slow and why. In a complex system with
many feedback loops, this can be very difficult because the component with the
visible backlog may not be source of the problem.

Once a problem is diagnosed, it is often unclear how long a fix will take. An
operations team may provide estimates of when a networking problem can be
repaired or an infrastructure issue can be mitigated, but fixes may take longer,
or may not work on the first try.

Uncertainty about fixes can put teams in a difficult position. For example, in
a common scenario, the primary datacenter for a system is compromised, a fix is
estimated to take one hour, and failover to a secondary (less desirable) datacenter
is possible but will take 90 minutes, and requires a complex procedure which
includes some risk. In this situation, the team must make a difficult decision
about whether to wait out the outage or trigger a failover, with incomplete
information about the outcome of either option.
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4 Availability Tiers

To ensure high-availability in the case of a datacenter level outage, there are
several possible approaches. Each approach has different trade-offs in availabil-
ity SLAs, consistency guarantees, resource usage, etc. We categorize these ap-
proaches into different availability tiers.

4.1 Singly-homed systems

Singly homed systems are designed to primarily run in a single datacenter. In case
of an intermittent datacenter outage, processing gets delayed. If the datacenter
is unavailable for an extended period, the system must be restarted from some
arbitrary point in another datacenter. This results in extended unavailability, as
well as potential loss of data and consistency.

Singly-homed systems are relatively simple to build and are a good solu-
tion when inconsistencies or data losses are acceptable. One simple technique
used to achieve high availability is to run a singly-homed system in parallel in
multiple datacenters, and either allow user queries to go to any datacenter, or
designate one datacenter as the primary that receives all user traffic, with al-
ternate datacenters available as hot standbys that can be made into the new
primary quickly. This approach does not require inter-datacenter coordination,
but this simplification comes at the expense of consistency guarantees between
datacenters.

4.2 Failover-based Systems

In failover-based systems, processing still happens in a single primary datacenter,
but the critical system state capturing what has been processed is replicated as
a checkpoint in an alternate datacenter. In case of a primary datacenter outage,
processing can be moved to the alternate datacenter and restarted from the
latest checkpoint.

Checkpoints can be used in two ways. In the simple case, a checkpoint is
taken asynchronously and periodically, expressing what work has already been
completed. This checkpoint provides an approximate restart point that will en-
sure all events still get processed at least once, without excessive reprocessing
of already-completed events. These asynchronous checkpoints are sufficient to
preserve exactly once processing during planned outages; in-progress work can
be drained before taking a checkpoint, and the checkpoint can be used to restart
the pipeline in an alternate datacenter from exactly where it left off.

More advanced systems can be built where checkpoints are taken syn-
chronously and describe exactly what has been processed. At some point during
processing, the pipeline generates a checkpoint and blocks until the checkpoint
is replicated before proceeding. Synchronous checkpoints can exactly capture
the processing state, even for unplanned failovers, but the systems are typically
much more complex since checkpoints must be tied directly into the processing
and recovery pipelines.
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With large complex systems, failover procedures (with synchronous or asyn-
chronous checkpoints) tend to be very complex and risky. Complex systems have
many components and many dependencies, all of which need to restarted and
potentially reconfigured. Manual failovers means handling each component indi-
vidually, which is time consuming and error-prone.

Our teams have had several bad experiences dealing with failover-based sys-
tems in the past. Since unplanned outages are rare, failover procedures were
often added as an afterthought, not automated and not well tested. On multiple
occasions, teams spent days recovering from an outage, bringing systems back
online component by component, recovering state with ad hoc tools like custom
MapReduces, and gradually tuning the system as it tried to catch up process-
ing the backlog starting from the initial outage. These situations not only cause
extended unavailability, but are also extremely stressful for the teams running
complex mission-critical systems.

It is usually clear that failover should be automated to make it faster and
safer, but automation has its own challenges. In complex systems, failover pro-
cesses are also complex and have many steps. Furthermore, as systems evolve,
failover scripts must be updated with every change. Keeping scripts up to date
can be challenging, and real-life failovers are often not well tested because the
full process cannot be exercised without causing an outage.

With effort, failovers can be successfully automated and made to run rel-
atively quickly, but there are still inherent problems. First, during an outage,
a team has to make difficult decisions with incomplete information about the
nature of an outage and the time until it will be resolved (See Section 3.3). Sec-
ond, failover procedures are still complicated, and must still be maintained with
every change and regularly tested on live systems. This imposes a significant
burden on a team’s development bandwidth, and makes failover-based systems
inherently high-maintenance.

4.3 Multi-homed Systems

Many of the problems with failover-based systems stem from the fact that failover
is usually built as an add-on feature on top of an inherently singly-homed design,
adding complex new behavior that is not part of the primary execution path.
In contrast, multi-homed systems are designed to run in multiple datacen-
ters as a core design property, so there is no on-the-side failover concept. A
multi-homed system runs live in multiple datacenters all the time. Each dat-
acenter processes work all the time, and work is dynamically shared between
datacenters to balance load. When one datacenter is slow, some fraction of work
automatically moves to faster datacenters. When a datacenter is completely un-
available, all its work is automatically distributed to other datacenters. There is
no failover process other than the continuous dynamic load balancing.
Multi-homed systems coordinate work across datacenters using shared global
state that must be updated synchronously. All critical system state is replicated
so that any work can be restarted in an alternate datacenter at any point, while
still guaranteeing exactly once semantics. Multi-homed systems are uniquely able



8 Ashish Gupta and Jeff Shute

to provide high availability and full consistency in the presence of datacenter-
level failures. Building multi-homed systems, however, poses novel challenges,
which we explore in the next section.

5 Challenges in Building Multi-homed Systems

5.1 Synchronous Global State

In order to process each work unit exactly once, and support unplanned failover
to an alternate datacenter, the state of work units must be stored globally. If
work has been completed in one datacenter, the system must not lose that state
after a failover because that could lead to double-processing.

Maintaining global state consistently and reliably introduces significant la-
tency. In general, processing datacenters are geographically distributed to avoid
correlated outages such as power failures, network failures, or natural disasters.
Typically, round trip network latency between geo-distributed datacenters is at
least tens of milliseconds. Thus updating global state synchronously takes at least
that long. We use Paxos-based commit to update metadata synchronously [22].
In most cases, this means storing metadata in Spanner[15], which acts as a glob-
ally replicated database with synchronous commit.

The latency involved in synchronous commits makes it necessary to design
systems for maximal throughput despite high latency of individual operations.
Systems must support high parallelism, and typically use some form of batching
to reduce round trips to global state. Serial operations using global state must
be avoided as much as possible. In many cases, pipelines can be arranged so
several operations can be clustered together and applied as a group locally, with
global state updates only at the boundaries between operation clusters.

Global metadata commits also require wide area network bandwidth, which
is more expensive than local bandwidth. The size of global state should be min-
imized to limit this bandwidth usage as much as possible. Global state should
usually be used for metadata only, and not the data itself. Additionally, work
should be batched, and batches of work should be represented with small state
when possible. For example, when input comes from files, describing a batch with
a byte range of an input file is much more compact than storing a list of event
IDs included in the batch (as long as the same input file will be reproducible in
alternate datacenters).

5.2 What to Checkpoint

A complex processing pipeline may have multiple inputs, multiple outputs, and
many internal nodes. As data flows through the pipeline, each node has some
state (i.e. data), and some metadata (e.g. queues of pending and completed
work). Some nodes may produce deterministic output based on their input, but
some nodes may be non-deterministic. For example, a node may do lookups
into a mutable database, or may perform some time-sensitive or order-sensitive
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computation (e.g. clustering events into sessions, identifying the first unique
occurrence of an event, etc.).

As discussed earlier, checkpointing to global state has high cost in latency and
bandwidth, so it is desirable to minimize the number and size of checkpoints.
Checkpointing can be minimized by clustering processing nodes together and
only checkpointing at the endpoints of the cluster. Within the cluster, all state
should be kept local within a datacenter.

Clustering checkpoints requires understanding what state exists at each
point, and determining what state can be regenerated after a failure. Any de-
terministic state can be trivially recomputed, but non-deterministic state can
also be regenerated (possibly with different results) as long as no output was
produced and no observable side-effects have happened.

In the best case, a system may be able to run with no checkpoints at all,
up to the point of final output, where the global state is used to determine
whether some particular output has already happened. More typically, systems
do initial checkpointing at the input stage of the pipeline to record what events
were batched together, so later state can be recorded per-batch, and so failover
and re-processing can happen efficiently at the batch level. In complex pipelines
with multiple outputs and side-effects, it is often necessary to checkpoint state
at intermediate nodes where the output of some node will be used as input to
multiple downstream nodes leading to multiple different final outputs.

5.3 Repeatable Input

Storing small checkpoints selectively at particular nodes is a significant opti-
mization, as discussed above. One key property that makes that optimization
possible is repeatability of input. If the same input data will be available in mul-
tiple datacenters, then a checkpoint can describe input using a pointer to the
input data (e.g. an event ID or an offset in a file) rather than storing a copy of
the input itself. If the input data is not itself multi-homed, then a checkpoint in
global state will not be useful unless it contains a full copy of the input data,
which could be very expensive. In many of our systems, the input comes from
event logs, which are collected by a logging system that ensures that all log
events are (eventually) copied to two separate datacenters.

Many processing pipelines also have secondary inputs, where data from other
sources is joined with the event data from the primary source. For example,
database lookups are common. Logged events typically include object IDs but
not the full state of the object. The business logic computed in the pipeline often
references other attributes of the referenced objects, which requires a database
lookup. If these lookups are not inherently deterministic, additional checkpoint-
ing is more complicated.

Some database lookups are inherently repeatable. For example, looking up
the country name where an event occurred should be deterministic because the
set of countries and their attributes is immutable in the database. Any lookups
of objects that are insert-only and immutable and guaranteed to exist can also
be treated as deterministic.
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Any database lookup for a mutable object will not be repeatable. For exam-
ple, a currency rate will change frequently. Most data objects store their cur-
rent state only, which can be updated (or deleted) at any time by a user or by
other business logic, changing the results of future lookups. To reduce checkpoint
cost, sometimes it is possible to make these lookups repeatable. For example,
a database may support snapshot reads as of a timestamp, or the schema may
be designed to record history of changes. In either case, if each event has a
timestamp, database lookups can retrieve the state as of that timestamp.

Where a lookup cannot be made repeatable, the result of the lookup must
be stored as part of any checkpoint stored post-lookup so that if the pipeline
resumes from the checkpoint, it will have the same starting point. To avoid
storing this state, it may be beneficial to push non-deterministic lookups near
the end of the pipeline, when possible.

5.4 Exactly Once Output

As mentioned earlier, a key semantic property is that each input event should be
processed exactly once. This can be challenging to guarantee in a multi-homed
system because pipelines may fail at any point while producing output, and mul-
tiple datacenters may try to process the same events concurrently. Distributed
systems typically employ backup workers [18] attempting duplicate work to re-
duce tail latency, which means that even without any failures, multiple machines
may try to process the same data concurrently. All outcomes from that process-
ing must be observable exactly once in the visible output.

Ideally, updating global state should be atomic with the actual output opera-
tion of the pipeline. This is possible when the stream metadata and final output
are stored in a shared storage system that supports transactions across entities,
making clean handoff from the streaming pipeline to the output system easy,
and providing exactly-once trivially. Shared transactions like this are often not
possible, however, since the pipeline and output systems do not usually share
the same infrastructure or the same databases. There are two possible solutions
to ensure exactly-once processing in such cases.

Idempotent Output When possible, idempotence can provide exactly-once
guarantees. The processing system writes output first, and then commits global
state to record completion. If another datacenter processes the same work, it will
repeat the same writes, which will have no effect. It is critical that all input and
all processing be deterministic so that duplicate processing actually produces
duplicate output that can be elided by idempotence.

Some outcomes are naturally idempotent. For example, some systems gen-
erate notification events where duplicate notifications have no side-effect in the
receiver. When output is written into an insert-only storage system, where each
record has a key and there are no deletions or mutations, writes can be made
idempotent by ignoring or overwriting on key collisions. Note that if another sys-
tem consumes records from this output and then updates or deletes the record,
the writes will be no longer idempotent.
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Some outcomes are not inherently idempotent but can be made idempo-
tent. For example, applying an arbitrary transaction to a database will not be
idempotent, but if each transaction can be assigned a deterministic ID, and the
processed IDs can be inserted transactionally in a separate table in the same out-
put database, then checking presence of the target ID will make the transaction
idempotent.

Two-Phase Commit When a system’s output cannot be made idempotent,
it is often necessary to use some form of two-phase commit to atomically move
output from the streaming system into the output system. The general protocol
commonly looks like

1. Record decision to commit a batch of work in the source system.

2. Write final output into the target system and commit. (It must be possible
to inspect whether this has happened.)

3. Record completion of the commit in the source system.

The streaming system drives commit with a state machine, and after a restart
or any operation with indeterminate output, the current state can be retrieved
by inspection and the state machine can resume cleanly and still provide exactly-
once handoff.

5.5 Resource Cost

Failover (2 sites) Multi-Homed (3 sites)
Total: ~3x Total: ~1.7x
Idle (Catch-up)
1/2x +
g o Catch 20%
e 5 atch-up: o
Active: 1x (Standby): Standby: 1/6x
i 1/2x
Active: 1/3x
Site 1 Site 2 Site 1 Site 2 Site 3

Fig. 1. Resource Cost for failover-based and multi-homed systems

Running a multi-homed pipeline means having processing capacity in mul-
tiple datacenters. Perhaps surprisingly, the resource requirements can actually
be significantly less than would be required to run singly homed pipelines with
failovers.

Consider a failover-based system running with two datacenters - one live
and one on standby. The live datacenter needs capacity to process 100% of the
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traffic, and the idle datacenter must have equal potential capacity so it could
take over after failover. It is not sufficient to have exactly 100% of required
steady state capacity, however. There must be sufficient capacity to handle load
spikes, and there must be sufficient capacity to catch up after delays or failures.
Because partial failures are common and can be hard to diagnose, a datacenter
may run with reduced performance for some time before the datacenter recovers
or failover happens, which will lead to large delays. A system then needs to
be able to process data faster than real-time in order to catch back up, which
requires proportional extra capacity. For example, if a system has only 10% extra
capacity, a one-hour delay would take ten hours to catch up, and recovering from
multi-hour delays would take multiple days.

Deploying our systems with at least 50% extra capacity for catch-up and
recovery is typical, which means the total resource footprint is 300% of steady
state, because extra capacity needs to be available in whichever datacenter is
